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Abstract. We present the conceptual security system design for mobile
platform based on the human nervous system in order to achieve secu-
rity resilience against threats. The reason for imitation of the human
nervous system is to achieve distributed decision making and instinc-
tive reaction against threats by observing the entire device activities.
The system is adapted to have the functionalities of the nervous system
through the creation of event detection and controlling mechanisms. The
two main subsystems, brain and spinal cord, are created through sharing
of security related operations in order to act independently without con-
tradicting each other‘s decisions. The brain comprises of modules that
handles the incidents and learning of behaviours to realise holistic view
of security against ongoing activities. The spinal cord is responsible for
spawning receptor and effector pairs against application activities to es-
tablish a medium to communicate and exercise control over them. Some
of the factors that influence the method of implementation are usability,
acceptability and the type of learning algorithms.

Keywords: Bio-inspired system design - Mobile device security - Hu-
man nervous system based security.

1 Introduction

The usage and dependency of smart devices, such as mobiles and tablets, are
ever increasing in day-to-day activities as they offer numerous benefits through
the applications. The applications can be obtained either free or purchasable
from their respective official channels. Mobile devices established itself as a pri-
mary focal point of contact by offering different medium for communication,
e.g., Wi-Fi, data networks and Bluetooth. In future, the usage of smart devices
are predicted to outpace desktops and laptops usage [1,2]. The amount of data
traffic through smart devices are predicted to exceed 77 Exabyte per month [3,
4] and internet accessibility of mobile users is estimated to reach more than 5.7
billion by 2022 [4]. The fact that smart device applications access users personal
information and engages in information exchange with external networks stresses
on securing communication medium is an essential task.

Smart devices are also forms a part of IoT ecosystem which has been deployed
extensively in multiple fields over different identities such as smart cities [5-7],
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smart health[10, 11] and smart transport [8,9]. Mobile devices plays crucial role
in ToT, for instance, in smart health applications, mobile devices acts either
as a controller or coordinator, and also acts as information accumulator and
exchanger. From these factors, it can be concluded that

— communication medium will be used extensively

— data generation and handling through smart devices will increase exponen-
tially

— may attract threats to applications which in turn causes potential monetary
losses and human lives in worst case.

Several security mechanism are available to strengthen the communication
medium from being exploited by the attackers. Existing solutions, such as fire-
wall, can handle threats efficiently provided they are used together. For exam-
ple, firewall coupled with intrusion detection/prevention system (IDS/IPS) are
efficient in protecting systems against threats spreads through communication
medium. In smart devices scenario, firewall coupled with IDS/IPS may enforce
additional overhead in terms of energy usage and operations. These solution
cannot be applied without modification since they designed as a closed system.
Changes are required in the existing security mechanisms at architectural level
in order to use across different application scenarios. Thus, a requirement ex-
ists for a security mechanism based on completely new architecture that can
cooperate with other subsystems, react to threats instinctively and have holistic
view of security related events encountered through communication medium and
application activities.

In this work, a conceptual design of security mechanism derived from human
bio-mechanism is presented. The newly proposed security mechanism will apply
measures against threats without human or other (sub) system intervention.
Since the mechanism based on human bio-mechanism, each smart devices, e.g.,
tablets and mobiles, will be considered as a human body, and the applications,
resources and communication medium will act as body parts. The contribution
of this work are as follows:

— Introduction and adaptation of human nervous system: A conceptual level
system design adaptation of human nervous system in the security of mobile
devices in order to handle events triggered by the applications and services.

— Advantages and implementation challenges: The advantages of the security
system based on human nervous system and the factors that impose serious
challenges during the system development process, different implementation
possibilities in the mobile platforms are discussed.

The paper is organised as follows. In section 2, our inspiration from human
nervous system are discussed. The system design, adaptation of nervous system
and operations are given in section 3. In section 4 and 5, challenges in the
implementation and summary are presented.
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2 Human Nervous System

Human nervous system (HNS) is one the complex system in the human body. It
attaches itself with every body parts of the human body and establishes com-
munication medium, which is used to transmit and receive signals. This allows
human body to react against any physical events, e.g., pressure, pain and touch,
and non-physical events, such as heat, warm and cold. Sensory, integration and
motor are 3 main functions of nervous system.

Sensory is carried out by the sensory nerves system. It gather signals from
receptors which are responsible for observing internal and external environment
activities. The gathered signals will be forwarded to central nervous system.
Integration is handled by the spinal cord and the grey matter in the brain. During
integration, the gathered signals are stored or discarded in memory, processed
and used for making decisions. Motor functions are responsible for the execution
of the instructions sent by the brain or by the dorsal horn. Motor nerves receives
the brain signals and produce appropriate actions, for instance, moving a part
of the body or generating hormones. The overview of human nervous system is
given in Figure 1.
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Fig. 1. Overview of human nervous system

Central nervous system (CNS) and peripheral nervous system (PHS) are two
classification of human nervous system. CNS consists of brain and spinal cord
nerves whereas PHS comprises of nerves other than CNS nerves, including motor
and sensory nerves [12]. The motor nerves responsible for receiving instructions
from brain while sensory nerves responsible for transmitting signals to CNS.

Sensory nerves receives signals from the receptors and forward the same to
brain through spinal cord. Brain replies with instructions to the motor nerves
to take appropriate actions for received signals. Brain acts as a central hub for
nervous system. It stores encountered incidents, compare new incidents against
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past archived incidents and makes decision. Spinal cord acts like convergence
point where signals are collected and forwarded to brain. Also, it receives signals
from brain and forward to nerves to act as instructed.

A special pain receptor, called nociceptor, responsible for handling pain sig-
nals. Nociceptor is classified into two, A-fibre and C-fibre, to facilitate signal
communication that requires fast and slow sensational responses respectively
[14,15]. Dorsal horn, which exists in spinal cord, plays important role in han-
dling the signals [13]. Depending upon the intensity of the pain detected by
the nociceptor, decision to handle those signals will be made by brain or dor-
sal horn. For example, when hand came into contact with a hot utensil which
would result in instantaneous withdrawal of hand away from the utensil, fol-
lowed by responses such as shouting, crying and prolonged burning sensation.
In this example, instantaneous withdrawal is the decision made by dorsal horn
and remaining sensational reactions are handled by the brain according to the
past incidents which are archived as references. C-fibre handled the slower pro-
longed burning sensation whereas the quick sharp pricking sensation during skins
contact with hot utensil is handled by the A-fibre.

Human nervous system attracted our focus through its seamless flow ex-
ecution of functionalities simultaneously. Furthermore, human nervous system
operates in both centralised and de-centralised manner depending of the cir-
cumstances. Hence, a system designed based on nervous should also share its
traits such as architecturally reactive, different decision makers, fast and slow
communication medium.

3 Security System Design

In this section, security mechanism design including adaptation of human ner-
vous system and potential advantages are discussed. The newly proposed mech-
anism control applications communication activities by planting numerous re-
ceptors and effectors on application basis in the smart device.

3.1 Adaptation of human nervous system for mobile security

To design system operations similar to human nervous system, 2 decision making
engines, equal to brain and dorsal horn (spinal cord), are required. Though one
decision making engine, dorsal horn, do not perform constant decision making or
permanent information management, it must operate independently to a certain
degree in order to take action without brain‘s intervention. To achieve this kind
of system operations, system architecture should be neither centralised nor de-
centralised in nature.

Brain and dorsal horn (spinal cord) operations should be created, segregated
and shared among 2 subsystems. Spinal cord subsystem should control the com-
munication flow among other subsystems. It also should have the ability to create
and attach receptor and receptor pairs on any application activities.
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Major modification requirements are: operation segregation, spawning recep-
tor and effectors, and faster and slower communication medium within the sub-
systems. These requirements need to be defined clearly and ingrained into the
system design to achieve security mechanism functions similar to human nervous
system.

— Operation segregation: The brain and spinal cord functions must be defined
and implemented separately as two individual subsystems. These 2 subsys-
tems can have several modules to handle different functions simultaneously.
Furthermore, brain subsystem should be defined as such that it can manage
and coordinate with multiple spinal cord subsystems in parallel. Spinal cord
subsystem also able to function with multiple brain and coordinate with
other spinal cord subsystems. This independent operability and multiple co-
ordination ability helps to achieve minimum resilience against threats at any
given point of time.

— Spawning receptors and effectors: Receptors operate as sensory organs in
spinal cord and react to any events. Effectors play crucial role, as primary
control points through brain and spinal cord controls and regulate the events
sensed by the receptors. Effectors, in the nervous system, are plain as such
that they can increase or decrease the intensity of a response based on the
received signals. Similarly, security mechanism should able to create plain
effectors whose actions can be determined by the instructions of brain and
spinal cord subsystem.

— Fast and slow communication: Similar to human nervous systems A-fiber and
C-fiber, security mechanism should have 2 separate medium for exchanging
information between the subsystems and receptor and effector pairs. It is
essential because A-fiber type of communication will be used during distress
times and C-fiber used under normal circumstances. Hence, system know
that if they receive A-fiber signals, they should react quickly by pausing
other tasks which are under execution in subsystems.

3.2 Conceptual Design

Security mechanism should consists of all the subsystems discussed in section
ITI-A. Inclusion of those subsystem will completely change the architecture which
would result in architecturally reactive mechanism. The system design adapted
from human nervous system is given in Figure 2.

Brain subsystem: Brain act as a core of the security mechanism. It comprises
of artificial intelligence (AI) block and 2 handler blocks: incident handler and
repository handler. ATl block will perform operations such as establishing be-
havioural patterns, assist in decision making process for the incidents reported
by the receptors through spinal cord subsystem. Behavioural pattern establish-
ment is crucial for the entire security mechanism. It will help incident handler
to make decisions from the past learned incidents along with the user configura-
tion settings. Incident handler receive the events detected by the receptors and
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determines any actions need to be executed depending on the settings. Incident
handler also archive the incidents through repository handler. Repository han-
dler is responsible for handling entire transmission targeted towards repository.
Repository holds the encountered event information by the spawned receptors.
It will store the learned outcomes of Al for future references if same incidents
are encountered.
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Fig. 2. Adapted system design based on human nervous system

Spinal cord subsystem: It comprises of 2 modules: spawner and event han-
dler, and a cache for quick access to incidents. Spawner is responsible for the
entire life cycle management of receptor and effector pairs. Through spawner,
spinal cord will possess the ability to spawn the receptor and effector pair on
every detected events from the application activities. Spawning receptor and ef-
fector pairs are crucial for the entire system operations as every event detection
and its appropriate responses are based on them. Spawner also maintain infor-
mation such as number of spawned receptor and effector pairs, active duration of
the pairs employment and the activities performed by the application within the
employed duration. These information will be sent to brain and stored in reposi-
tory until they are required. Spawner also handles the Ul configurator subsystem
through the receptor and effector pairs, and employs low speed communication
to handle events triggered by the pairs.

FEvent handler receives event information from spawner and determine its
status, i.e., event or incident. If the decision falls under latter case, event han-
dler will take appropriate counter measures by sending instructions through the
established receptor and effector pairs. It will also forward the same incident to
the brain for further instructions. In cache, spinal cord stores the receptor and



HNS based security solution design for mobile platforms

effector pair details and critical incident responses. This will help spinal cord to
react quickly and independently before brain gets notified. Spinal cord spawns
receptor and effector pair to communication mediums, e.g., Wi-Fi, to monitor
and control the activities in those medium.

UI configurator: Ul configurator allow users to configure the security mecha-
nism by providing easy-to-use interface. It also provides information related to
spawned receptor and effector pair, detected activities and appropriate response

made by the security mechanism.

Table 1. Challenges in the implementation

Platform customisation

Application

Features implementation

All features are implementable
by following recommended pro-
gramming practices

It is not possible to implement
all features by following recom-
mended programming practices.

Execution implications

Security mechanism will func-
tion normally even after plat-
form version upgrades.

Application may crash, i.e., fail
to execute properly, after plat-
form upgrades if disapproved
programming practices are em-
ployed.

Ease of install

Quite complex for non technical
users. Requires flashing of mo-
bile operating system (OS).

Easy to install from application
repository, e.g., Google play and
Play store.

Multiple device support

Quite tedious to support across
multiple mobile devices as it
requires libraries from corre-
sponding manufacturers.

Easy to develop as an applica-
tion for multiple mobile devices,
e.g, Samsung, Pixel, Nexus.

Ease of acceptance

Users may hesitate to accept
and may become suspicious due
to the usage of customised plat-
form. It is not possible to unin-
stall the application, entire OS
should be reflashed.

Users can accept easily as they
can install and use the applica-
tion. Application can be unin-
stalled, if user feels uncomfort-
able.

Version upgrades

Entire platform has to be modi-
fied and released to upgrade the
versions.

Only application need to be
changed to release upgrades.

Device warranty implica-
tions

Warranty may become void due
to flashing of custom OS and
unlocking boot loader.

Do not break the warranty of
the mobile devices.

3.3 Potential advantages

Nervous system controls the entire activities of the human body, e.g., gentle
and forceful movements. It regulates the active and passive activities, such as
voluntary movement of legs and rate of heart beat, which in turn helps to protect
the body internally and externally. Therefore, a system that follows the same
approach as nervous system and implemented based on the above adaptation,
will have numerous advantages and some of them are listed below:



8 N. K. Thanigaivelan et al.

— Independent decision making, subsystems can make decisions individually
and enforce them against threats.

— Guaranteed minimum resilience, even after disabling the brain subsystem,
spinal cord can alone handle the threats through the spawned receptor and
effector pairs.

— Hybrid architecture, since brain is designed to operate with multiple spinal
cord subsystems and vice versa, the system can further expanded to manage
multiple devices and each device can make decisions on its own during critical
time.

4 Challenges and future directions

Implementing security mechanism based on human nervous system requires
greater caution as the entire system architecture need to be modified in order to
accommodate the nervous system functions, particularly spawning receptor and
effector pairs and learning engine. In mobile platforms, implementation layer
determines the reachability and acceptance of the security mechanism. Usage
of kernel or middle-ware layer provides numerous possibilities to observe and
restrict application activities. This would result in platform customisation. For
example, restricting access to (active and passive) sensors and informational as-
sets, can be achieved easily in platform customization. Furthermore, controlling
communication medium can be implemented by directly modifying their corre-
sponding libraries.

Implementing the same as an application will be harder and should follow
programming practices that are not recommended for application development
by platform providers, e.g., Android and Apple. An application that uses dis-
approved practices possess a very high possibility of crashing when considerable
changes in platform implementation during version upgrades. It is possible to
implement communication medium as an application using recommended pro-
gramming practices but not the entire security mechanism. When compared to
kernel or middle-ware layer customisation, it is easier for user to use an applica-
tion rather than flashing their mobile devices with customised platform. The list
of differences in implementation as platform customisation and as an application
are listed in Table 1.

Selection of learning algorithm has critical role in the implementation as
learning is one of the primary activities of brain. Learning outcome helps to
redefine the operational criteria which influences the future learning outcomes
and the operations of other subsystems. Hence, learning algorithm should have
high detection accuracy and small in size as it will reside permanently in the
mobile devices.

5 Summary

In this paper, we presented the conceptual security system design of our ongoing
work inspired by the operations of human bio-mechanism. The presented system
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is based on human nervous system and has subsystems, brain and spinal cord,
to establish similar operations in the security context. The security functions are
shared among the brain and spinal cord subsystems to enable cooperation be-
tween the subsystems and distributed decision making abilities. The brain and
spinal cord subsystems can engage in decision making process independently
and execute countermeasures against perceived incidents individually without
contradicting each other decisions. The existence of receptor and effector pairs
allow brain and spinal cord subsystems to restrict the application activities by
sending appropriate instructions. UI configurator provides configuration settings
and creates awareness by enabling users to track the activities of security mech-
anism and the installed applications. The presented conceptual design can be
implemented either as platform customization or an application depending on
the requirements and user preference.
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